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Introduction
As a cybersecurity educator and consultant — and Principal Security Researcher at Infosec — I now spend about
half my conversational time answering questions about ransomware, including how to prepare for it, prevent it
and recover from it. In May 2021, right after the Colonial Pipeline ransomware attack, I decided to record these
conversations, writings and responses in detail and turn them into a report that may benefit others.
Essentially, I turned it into a mini-research project. The three main things I learned and plan to address in this
ransomware paper are:

What is
ransomware?
A lot of the population,
including some cybersecurity
professionals, don’t actually
know how ransomware works.

Real-life
scenarios and
lessons

Emerging trends
and future
concerns

Media reporting and
cybersecurity culture are part of
the underlying problem around
ransomware.

We all (industry professionals)
must do a better job of
disseminating information
about new or recurring threats
— in a digestible manner
and for more than just our
community.

I hope you enjoy the paper. If you have any questions about ransomware or cybersecurity education,
connect with me — or chat with someone at Infosec. We’re always here to help.
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What is ransomware?

100%

Let’s talk about what ransomware is and isn’t.

of ransomware
attacks in the news

Ransomware is a piece of multi-functional malicious software
specifically created to encrypt, obfuscate or “scramble”
your data so that you can no longer read or interact with
it properly. In addition, it can usually spread itself across
an environment and repeat this encryption process as it
encounters other systems and data.

primarily resulted from
exploiting low-hanging
vulnerabilities to
gain entry.

This second function is why we can’t say ransomware is
just encryption. Encryption is one part of the operation, but
spreading and moving around inside an environment is
separate.

How ransomware infects a system
Great, we’ve identified what ransomware is. But how does
ransomware get into our environment and infect a system?
That is usually through an exploited vulnerability, whether
machine, code or human.
One of the most common misconceptions I’ve heard is that
people think ransomware describes software that includes
the ability to break into your computer or network using new
and mystical techniques. The truth is much simpler: 100%
of ransomware attacks in the news primarily resulted from
exploiting low-hanging vulnerabilities to gain entry.
Ransomware happens due to someone getting into your
environment without authorization or permission. If a friend
of yours said she woke up, and a person she didn’t know was
changing her passwords and door locks — and she could
no longer log in to her Netflix, Amazon or Hulu accounts —
wouldn’t your first question be, “How did this person get into
your house?”
When a company is a victim of a successful ransomware
attack, it is the equivalent of someone you have never met
figuring out how to get into your house. They then change all
your passwords, lock all your TVs and swap your door locks
— without you knowing it was going on until they ask you for
money to change it back.
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When you hear that a company was a victim of ransomware,
your immediate reaction should be, “How did the
ransomware operators get inside to deploy the ransomware?”

Ransomware and MITRE ATT&CK
In the world of cybersecurity, we often reference a framework
known as MITRE ATT&CK® to describe real threats based on
real-world observations.
ATT&CK is loosely laid out in the order most techniques
are used or deployed. The encryption of your data via
ransomware happens no earlier than step 4, “Execution,” or,
more likely, step 12, “Command and Control.” (Learn more
about training your team to align with the MITRE ATT&CK
Enterprise Matrix.)
Nowadays, ransomware actors tend to do a lot of internal
recon on your organization once they’re inside. Objectives
may change since a lot of the ransom requests have become
multi-headed.
That means by the time you get the “send us bitcoin to get
your data back” message, you’re in step 1 of your response,
but they’re in step 12 of their operation. Take a moment to
appreciate how behind the curve you are at that point.
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How ransomware encryption works
What exactly does it mean when someone “encrypts” your
data? To answer that, we will do a quick exercise to give you a
fundamental understanding of how ransomware encryption
works.
Let’s pretend your entire collection of data only consisted
of the word “cat.” Our word/data is “cat,” and we’re going to
encrypt it using a secret encryption key of 601. So it would
look like this:
Data

c

a

t

Key

6

0

1

Encrypted data

i

a

u

See what we did there? We incremented or “rotated” each
letter of the original word by the number of characters of the
associated key.
»

Start with “c”: If we add 6, we have d > e > f > g > h >
i. So “i” is 6 spaces from “c,” which is how “c” became
“i”

»

Then move onto “a”: The “a” has a key value of 0,
which means we don’t shift it at all, and it stays “a”

»

Now the “t”: The “t” has a key value of 1, so we shift it
over by one letter, which makes it “u”

That’s how “cat” ended up being “iau.”
We are describing a simple Caesar Cipher. There are much
more complex encryption algorithms available, and these
algorithms and keys are what most ransomware operators
use.
Can you imagine I said to rotate the “c” by 45,677 characters?
The alphabet would start over at “a” after 26 and repeat. It
would take a while to do that by hand, but we can cut down
on the work of figuring it out using scary things like algebra,
calculus and other advanced math.
So when someone encrypts your data with ransomware,
they are doing a more advanced version of this, and they are
keeping the key secret, so you have no chance of figuring out
how much your data was “rotated.”
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You’re in step 1
of your response,
but the ransomware
actors are in step 12
of their operation.

Take a moment to
appreciate how behind
the curve you are at
that point.

Now, this little lesson won’t make you ready to tackle a
ransomware operator head-on, but it should give a novice
an idea of what it means when a ransomware attacker
“encrypted” your files. It makes all your data useless in a
matter of seconds.

Ransomware starts with gaining
control of systems
I want to remind everyone that ransomware happens after
an actor has already gotten control of your system — and the
bigger problem is usually that loss of control.
One of the most successful ransomware campaigns ever was
the 2017 WannaCry campaign. The primary way WannaCry
spread was through a previously unknown vulnerability, aka
zero-day vulnerability, that led to the creation of a zero-day
exploit named EternalBlue. This exploit was primarily how the
WannaCry ransomware was distributed and wreaked havoc
worldwide.
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Real-life ransomware
scenarios and
lessons learned
Now that we’ve addressed the basics of what ransomware is
and how it works, let’s focus on how the media talks about
ransomware — and what they don’t talk about, but should.
First, I want to dig into a point in the last section:
Ransomware is something that happens after you have
already been compromised. The way most ransomware
stories are reported makes it appear that organizations are
actually being breached by ransomware, but that’s not how
ransomware works.

An analogy: Smash-and-grab attacks
Let’s use the analogy of thieves who use a smash-and-grab
approach to stealing items from cars. Thieves quickly break
windows in victims’ cars and pillage anything they can from
inside: gifts, keys, loose change and whatever else.
Now, imagine someone engineered a way that allowed
the smash-and-grab thieves to lock your car engine, so it’s
impossible to start without having a specific, very long code.
This is basically how ransomware operators take over and
“lock” your computers, networks and files.
Smash and grab has always been a thing; it’s the concept
of then locking your car engine that is the new procedure
or technique. Likewise, breaking into your systems and
networks has always been a thing; it’s the locking of your files
and data using specific techniques that make it a new “action
on objective.”
Now, let’s get right into the hidden issues that never come
out in the media.
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Most CIOs and
other executive
leaders find out
their IT and security
organizations
aren’t prepared for
ransomware after a

successful attack
— as they are paying a
huge ransom.

Ransomware is partly a cultural
problem
While the concept of breaking into an organization is not
new, many IT and cybersecurity professionals are simply not
comfortable dealing with ransomware in their environment.
I’ve seen CIOs, executives and others hear about some
company paying a $40 million ransom. They are alarmed, so
they go to their IT leadership or cybersecurity leadership and
ask, “Are we covered on this?” IT and cyber leadership say,
“Yes, we’ve got it covered,” even if it’s not really true.
This is a problem with our industry culture. I have some
pretty unique views and insights on this since I spend about
half my time educating these people and the other half
performing consulting for them. As an industry, we have
issues acknowledging we “don’t have it covered” or that we
don’t understand something. Most CIOs and other executive
leaders find out their IT and security organizations aren’t
prepared for ransomware after a successful attack — as they
are paying a huge ransom.
I want to be 100% clear: I’m NOT saying IT and security
professionals are willfully and intentionally lying to
leadership. Part of the culture is we really do think we know
“everything” about IT or security.
I‘m not excluding myself from this circle either. However, I’ve
probably been more tempered than most, as I encounter 500
to 700 professionals in live training sessions per year. And
sometimes, I have students who have far more experience
and knowledge about the topic than I do. These experiences
and interactions keep me perpetually “reality checked.”
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Ransomware case study: Underprepared
In this case, the organization was hit with ransomware. After a lively discussion between
the risk management, security, legal and PR teams, they decided to simply pay the
ransom.
After making this decision, they went ahead with the process. However, it took them much
longer than expected to set up an account to pay the large ransom. The organization
had no idea what the setup process was. They initially tried to set up an account through
Coinbase instead of following the instructions sent by the ransomware operators.
They were two days into trying to get this done when they contacted me for the first time.
By the time they got set up and could make the payment, nearly three days had passed.
A big part of the decision to pay the ransom was to get everything restored as quickly
as possible. The amount of money they told me they were losing every minute due to
downtime because of the ransomware was the most I’d ever heard of in such cases. I was
legitimately shocked.
Here’s what makes this an interesting case study: The time to do a full restore from
backup and recover the segment of the environment affected would have taken about 17
hours. Yet their response of paying the ransom took more than three days. This means
that their decision to pay the ransom was more costly in downtime loss than if they had
chosen not to pay the ransom at all and just restored from backup.
This is a classic example of why you must have a plan to properly respond to ransomware
— even if you already have an incident response plan and even if you decide to pay the
ransom. It’s not as simple as placing an order on Amazon when paying out a $3 million
ransom demand. And if you don’t plan it out and go through the process as a matter of
practice and preparation, you may not produce the outcome you and your executives
were hoping for.
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Fixing the culture problem
If you’re in a company and have been the most
knowledgeable asset for a few years, that complex of not
wanting to be wrong creeps in. This leads to a lot of situations
where we’re not always prepared for these ransomware
attacks. The remediation that is needed falls into three
groups: end-users, IT and security staff and executives.
»

For the end-users, it’s a relatively simple update.
Make sure your current end-user security awareness
training includes some awareness concerning
ransomware.

»

For IT and technical staff, they have to reskill
or upskill. This group needs extensive training and
awareness on ransomware remediation. This training
is much more in-depth and technical than general
ransomware awareness.

»

For executives, it is a little more effort. They are
more in tune with the huge financial losses associated
with the attacks and need to be re-introduced to the
associated risks. This will help them understand the
need for training refreshes and updates for end-users
and IT and security staff.
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Ransomware case study: Overconfident
In a separate incident, a much larger organization decided not to pay the ransom. This
decision was partly based on the incident response plan. Cybersecurity engineering
teams had made it clear to leadership that they were ready and capable of handling any
ransomware attack that might come about.
They gave precise numbers and time frames on how quickly they could restore things
from backup and become fully operational if ransomware were to hit. They had even
practiced restoring some of their test data from backup. Still, they didn’t practice:
»

Restoring actual production data

»

Getting that data back in use in production

»

Restoring the services affected by the ransomware

This was a classic case of management becoming alarmed due to stories of high-dollar
ransoms being paid, so they approached their team and said, “Are we prepared to deal
with this?” and the team responded with an overconfident yes. Again, I want to point out
this was NOT deception. It was a case of thinking they were more prepared than they
were.
The result was that the restoration was very messy. It took much longer to restore than
initially reported, and some data was never restored or recovered. Another factor was
that the incident response team was unaware of some of the newer procedures carried
out by ransomware operators.
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Key ransomware response
takeaways
The case studies highlighted in this section would have had
much better outcomes if both teams had properly prepared
at the policy and technical levels for each possibility. If you’re
a traditional incident response team or cybersecurity team,
and you’ve never dealt with a ransomware case, you likely
need some additional education, awareness and structured
walkthrough practice.
Many technologies such as cloud services can ease some of
the pain of things like restoring from backup. But if you never
exercise those specific cyber muscles, they atrophy and get
weak like our real muscles.
From what I have seen, the biggest gap in the ransomware
response tends to be at the operational response level.
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New ransomware
trends and future
concerns
As we wrap up, I want to focus on a few attacks that haven’t
gotten much attention — as well as some trends we may see
in the future.
When those in the industry talk about ransomware protection
and prevention, most of it is geared towards businesses.
However, we’re seeing several trends involving attack
scenarios directed at end-users, specifically in personal digital
environments.

Trend 1: Instagram, Twitter and
TikTok, oh my!
Lately, I’ve seen a trend of people’s social media accounts —
like Twitter, TikTok and Instagram — being taken over and
ransomed the same way a corporation’s data is ransomed.
It is worth noting that social media accounts and emails have
been a target for takeover for a while, and it’s mostly been
a flat rate cost to get access back. The traditional scenario
is based on convincing the victim they are paying money to
Microsoft or Facebook support. Typically, the attackers would
only charge the victim’s card the designated rate to “restore”
access, but sometimes they would max out the victim’s credit
or debit card. That was pretty much it.
Now they are asking for a ransom. They also appear to be
doing some basic recon on the victims to match the ransom
amount with what they think the victim might pay. I have
a cousin who was a victim of this very attack. Her ransom
demand was only $150. However, she is 17 years old and
has about 1,800 followers. If you are an influencer with four
million followers, that ransom will be considerably higher.
Take another person who contacted me: a church pastor
with about 3,500 active members and about 15,000 followers
on Instagram and Facebook. His Instagram and Facebook
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were both compromised. Getting the Facebook account
back was relatively easy, but the Instagram account proved
more difficult. The attacker wanted $5,000. They also added
a threat along the lines of: “You’re a popular pastor. How
would you like your Instagram account to start posting
inappropriate adult content?”
It left him and his small IT team terrified and flustered.

Trend 2: Yet another history lesson,
kind of
This trend is akin to what happened with computers. They
were initially reserved for large organizations as they were
too expensive for most to operate personally. Then the
cost of production went down, and mass production and
distribution became possible. Thanks to Microsoft, Apple
and others, personal computers were feasible seemingly
overnight — and the rest is history.
One mistake we continue to make in this industry is
failing to look at ransomware as an economical vehicle
for cybercriminals. These individual ransomware attacks
now have enough profitability to justify upward-trending
projections.

Paying ransoms has gotten much easier
As I pointed out in the first section of this paper, ransomware
— and even ransomware against individuals — is not
new. When personal computers first began to get hit with
ransomware, most individuals were given a choice: pay
$200 to $500 to get their computer unlocked or have a local
computer repair shop reinstall Windows from scratch.
When these personal ransomware attacks were trending
upward eight or so years ago, it was not easy to set up a
bitcoin account and make a payment. Now, it is much easier.
Heck, ransomware operators appear to have hired technical
writers as the quality of their modern payment tutorials is
quite impressive.
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One mistake we
continue to make
in this industry
is failing to look
at ransomware as
an economical
vehicle for
cybercriminals.

Huge growth of micro-businesses
Additionally, social media and the whole influencer
movement have created millions of micro-businesses
generating billions of dollars — all the while blending more of
people’s personal lives with their business. In fact, for many
influencers, their personal lives are their business.
This is how ransomware actors justify asking an individual for
a large payment — assuming they have a large following. It’s
just one example of where the changing times has taken a
market once considered low profit by ransomware operators
and created millions of high-profit opportunities within it.
I know five people affected by this type of attack in just the
last year.

Trend 3: Smart cars, smartphones,
smart work
Connected vehicles bring concerns
A few months ago, I contributed to a Breaking Defense article
about hacking smart cars. While researching, I discovered
some military bases are considering banning these vehicles.
Why would entire countries consider such drastic actions
against smart cars? It’s mostly due to the susceptibility of
those cars being compromised to digitally spy on intelligence
and defense organizations.
Let’s examine another hypothetical smart car attack. You
are in Chicago parked downtown near Lake Michigan. It’s
minus 10 degrees with a minus 20 windchill. You try to unlock
your smart car as you always do and find that the door is
not unlocking. At that instant, you get a text message from
an unknown number saying, “We’ve taken over the app that
controls your car. Send us $500 in bitcoin within the next five
minutes, or we will start your car and rev the engine until it’s
destroyed.”
That might sound like a stretch, but we are not that far away.
I regularly use an app to start my SUV, lock and unlock the
doors, turn on one of its many cameras and more.
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Mobile phones control our lives

These trends in

We also have to consider how important phones have
become to the average consumer. Most of us care more
about our phone data than we do our computer data. If
the ransomware enterprise shifts some of its energy to this
“emerging” consumer market, mobile phones may replace
computers and networks as the focus of attacks.

our new work-fromhome economy make
it more likely that
the ransomware

For context, I dropped my phone from the metro train
platform at Reagan Airport as I was about to depart on a
flight. The phone was destroyed. I could not access anything
on it. The amount of stress that put me through for the
following eight or so hours is embarrassing. I had my
electronic boarding pass on there. I couldn’t get a Uber when
I landed in Chicago. I couldn’t even call someone to pick me
up. I had to resort to that thing we call a taxi. Yes, they still
exist. And to be fair, I’m not as addicted to my phone as I
believe most Americans are.
Ransomware that can instantly lock and encrypt a person’s
phone will likely be very profitable for these groups,
especially if they’re able to harvest zero-click exploits similar
to the ones disclosed in 2021 related to the NSO group.

Remote work shifts the attack landscape
Also, with more people working from home, successful
phishing and ransomware against an employee may not
have a direct impact on an employer’s network. These trends
in our new work-from-home economy make it more likely
that the ransomware focus will shift. End-users and regular
consumers will not have access to the budget, knowledge
base or resources to recover from these types of ransomware
attacks. As a result, they will be more likely to pay the
ransom.
In addition, many employees have moved from behind the
veil of protection provided by corporate firewalls, SOCs,
security engineers and other impressive security gear and
knowledge. This is one area of concern that has not yet been
fully addressed.
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focus will shift.

Exploiting this untapped market
It helps to look at the ransomware market the same way we
would look at legitimate non-criminal markets and economic
systems. The consumer ransomware market is largely
untapped, but I don’t suspect it will stay that way for long. It
would be great if we could look back in three years and say I
was wrong. But right now, I’m not convinced that will be the
case.
I don’t want to live in a future where my refrigerator, Wi-Fi,
thermostat and work devices are hijacked and used to collect
ransom. So let’s educate ourselves and others!

Conclusion
Ransomware will continue to shift as cybercriminals try to
maximize existing markets and capitalize on new ones. But
one trend is clear: Ransomware is not going away anytime
soon.
It was only 2016 when Hollywood Presbyterian Medical
Center made national headlines for paying a $17,000 ransom.
That certainly wasn’t the first ransomware payment from an
organization, but it was one of the most public. Less than six
years later, I’ve personally heard of ransomware payments as
high as $60 million.
It is our responsibility as leaders to start educating endusers more frequently on these types of threats and their
impact. Everyone will have to become more diligent about
protecting their devices and their data — and that starts with
cybersecurity leaders making education accessible, practical
and memorable.
It is crucial that everyone understand this threat and how
to best defend against it. From end users to cybersecurity
professionals to the C-suite, we all have a part to play.
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Additional Resources
Defeat cybercrime through education
»

Educate employees with security awareness

»

Upskill your IT, security and engineering
teams

More free resources from Infosec
»

Ransomware demo: How ransomware
infects a system

»

Cybersecurity culture report: Data on
transforming security behaviors

»

Security awareness, behavior change and
culture ebook

»

Developing cybersecurity talent and teams
ebook

»

Cyber Work Podcast

»

Infosec webcasts and events

»

Infosec YouTube channel

»

Infosec Resources blog
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About Infosec
Infosec believes knowledge is power when fighting cybercrime. We help IT
and security professionals advance their careers with skills development
and certifications while empowering all employees with security
awareness and privacy training to stay cyber-safe at work and home. It’s
our mission to equip all organizations and individuals with the know-how
and confidence to outsmart cybercrime.
Learn more at infosecinstitute.com
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