Cybersecurity Culture
— Quantified
Data on the most overlooked variable in transforming
security behaviors

Summary

Cybersecurity culture

Although cybersecurity culture is frequently viewed as an
abstract concept with unclear impact on organizational
security, it has direct implications on the security posture,
behaviors and outcomes at organizations of all sizes.
According to ISACA and CMMI Institute research, organizations
with strong cybersecurity cultures experience increased
visibility into potential threats, reduced cyber incidents and
greater post-attack resilience among other measurable
benefits.
So what is cybersecurity culture? It’s an organization’s
collective awareness, attitudes and behaviors toward security.
A strong cybersecurity culture is based on employees willingly
embracing and proactively using security best practices both
professionally and personally.

By industry

Strongest

Law firms & legal services
Military & defense contractors
Technology
Government
Manufacturing
Retail
Construction
Education
Consumer services
Agriculture

Infosec developed a framework and survey to classify
cybersecurity culture and systematically measure results. This
allows organizations to quantify their cybersecurity culture,
track changes over time and turn this important — yet often
overlooked — security variable into a data-driven element in
their cybersecurity strategy.
Infosec sent the survey to over 1,000 working professionals
to quantify cybersecurity culture and to better understand
employee perceptions towards cybersecurity and their role in
keeping their organization secure.

Weakest
By department

Strongest

IT & security
Marketing
Human resources
Administrative & management
Purchasing

Results revealed unique cultural strengths and weaknesses
based on respondents’ industry, department and organization
size.

Customer service

The study also quantified specific attitudes and perceptions
around cybersecurity that point to existing strengths as well as
opportunities for improvement. Findings include:

Production

Legal
Sales

Distribution
Weakest
By organization size

74%

66%

23%

Strongest

50,000+
501 - 1,000
5,001 - 10,000

74% believe a
cybersecurity issue
would be taken very
or extremely seriously
if reported at their
workplace

66% believe they would
face very or extremely
serious consequences
if they caused a
cybersecurity incident
at their workplace

23% feel complying
with their organization’s
cybersecurity policies and
best practices interferes
with their ability to do
their job very often or
extremely often

10,001 - 20,000
100 - 500
Less than 100
Weakest
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Survey design
The Infosec Cybersecurity Culture Survey was developed by Infosec’s in-house team of cybersecurity educators
and researchers. John Stevenson, Associate Director of Research Services at the University of Wisconsin Survey
Center, provided technical review and served as a private consultant to the team. This project was authored by Tyler
Schultz, Certified Security Awareness Practitioner (CSAP) and Product Marketing Manager at Infosec.

Each survey question corresponds to one of five cybersecurity culture domains. These include:

Confidence

Engagement

How employees classify
How willingly employees
their own ability to put their
participate and apply
cybersecurity knowledge to
available resources and
practical use
support to improve security
behaviors

Outcomes

Responsibility

Trust

How employees perceive
the consequences of a
security incident at their
organization

How employees perceive
their role in organizational
security

How employees perceive
the security posture
and processes at their
organization

Each response has a numerical value based on the respondent’s level of agreement with the provided statement.
The numerical value for each response is used to calculate the domain score for each respondent then anonymized
and aggregated to produce an average score between one and five for each domain.
Because the survey is used to measure employee attitudes and perceptions towards cybersecurity, there are
no right or wrong answers. This also means there are no definitively good or bad scores. Domain scores are a
quantitative measurement of an organization's cybersecurity culture and a baseline metric to track changes over
time.

Survey methodology
Survey results were collected in April 2021 from 1,142 full-time, U.S.-based employees with employer-assigned email
addresses. Results were then segmented and analyzed by respondents’ industries, departments and organization
sizes.
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Survey sample
Organization size
8.4%

4.4%

19.6%

4.5%
8.5%

20.7%
15.6%

18.4%

Department
3.2%
0.7%
6.0%

6.7%

4.0%

14.1%

14.8%
13.6%
3.2%
1.8%

5.7%

4.7%

2.7%

18.7%

Industry
1.4%
2.3%
7.5%

4.6%

14.8%

2.1%
4.1%

15.0%

5.4%
2.3%
1.5%

1.2%
7.5%

5.4%
1.1%
2.5%
1.9%

5.6%
12.8%
0.9%
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Cybersecurity culture — by the numbers
The chart below represents the cybersecurity culture domain scores averaged from all survey respondents. The
lowest possible score (1) represents an extreme weakness and the highest possible score (5) represents an extreme
strength in each respective domain.

Average scores by domain

Weak

Neutral

Strong

Average results indicate many employees have strong feelings of trust towards their organization’s security
posture and processes. Employees also responded positively to questions from the Responsibility, Confidence and
Engagement domains, but averaged closer to neutral scores.
On average, respondents scored lowest on questions in the Outcomes domain, indicating room for improvement in
the way employees perceive the consequences of a security incident at their organization.
The scores above can serve as useful reference points for any organization conducting their own survey or
quantifying their culture for the first time. However, all organizations and cultures are unique. Use this data as a
reference point, rather than a compulsory benchmark score, and be sure to track your organization’s results over
time against your initial, baseline measurement.

Want to measure your organization's cybersecurity culture? Demo Infosec IQ today!
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Cybersecurity culture strengths

74%

74% believe a cybersecurity issue would be taken very seriously or extremely seriously
if reported at their workplace.
Recognizing security threats is only step one. Organizations must foster an environment of
trust where employees feel comfortable and confident reporting suspicious activity to the IT or
security team to stop breaches before they occur.

71%

71% believe cybersecurity is very or extremely important to senior leadership at their
organization.
Corporate cultures are often driven or reinforced by senior leadership. By treating
cybersecurity as an important element of the organization’s culture (rather than a separate
initiative), leadership can add an impactful, top-down layer to their organization’s human
cybersecurity strategy.

70%

70% believe cybersecurity training is very or extremely valuable.
Cybersecurity training is a primary mechanism for teaching and reinforcing secure habits. By
delivering engaging, role-specific training, organizations can keep cybersecurity top of mind
while continuously providing value to employees both at work and at home.

Opportunities for improvement

31%

31% find their organization’s cybersecurity training only a little engaging or not
engaging at all.
By failing to engage nearly one third of employees, many security awareness and training
programs may not drive the education and behavior change required to keep the organization
secure. Unlike traditional, long-form training, role-based training, gamified education and
microlearning are proven to increase engagement while boosting lesson retention and
encouraging behavior change.

23%

23% believe complying with their organization’s cybersecurity policies and best
practices interferes with their ability to do their job very often or extremely often.
Security teams are often characterized as the “department of no” with requirements that
hinder new projects or business practices. While this may point to a problem in employee
attitudes towards cybersecurity, it can also result from complicated security policies and best
practices. Consider reviewing your cybersecurity policies to confirm they not only meet your
needs, but also can be easily used as a helpful tool for employees.

66%

66% believe they would face very serious or extremely serious consequences if they
caused a cybersecurity incident at their workplace.
While some organizations may view this as a sign they are successfully deterring unsafe
behaviors, this attitude may actually undermine the relationship between employees and
security teams. If employees believe they will be punished for causing a security incident, they
may be motivated to remain silent after accidentally clicking a phishing link or downloading a
suspicious file, rather than immediately informing the IT or security team.

We made it easy to quantify your cybersecurity culture. See it for yourself!
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Where employee cyber confidence and
organizational security meet
How employees classify their own ability to put their cybersecurity
knowledge to practical use
Sample survey question: How confident are you that you can recognize cybersecurity threats
at work?
Confidence

Why confidence matters
Traditional security training and knowledge assessments measure what employees know, not how they will react
when faced with real threats. Confidence measures the likelihood employees translate learned information and
skills into secure behaviors.
Organizations, departments and individual employees showing low confidence levels may result in less-secure
employee behaviors and higher risk, regardless of performance from traditional success metrics such as training
completion rates and knowledge assessment scores.

Confidence by industry

Variation by industry
Confidence shows the greatest industry variation out of all cybersecurity culture domains. Respondents from military and defense,
law firms and legal services and technology industries greatly outperformed the average score and consumer services, agriculture and
education fell well below average.
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Confidence by department*

*Data from IT & security excluded from department averages to remove outliers

Confidence in the right places
Respondents from accounting, finance and human resources ranked among the highest scores in the Confidence domain. This may
be a result of an additional emphasis on security awareness and training efforts delivered to these departments, which are frequently
targeted with phishing and social engineering attacks.

Confidence by organization size

Want to measure your organization's cybersecurity culture? Demo Infosec IQ today!
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How engagement helps reduce cyber risk
How willingly employees participate and apply available resources and
support to improve security behaviors
Sample survey question: How relevant is the cybersecurity training you receive at work to
your life and activities outside of work?
Engagement

Why engagement matters
For many employees, on-the-job security awareness and training is their primary cybersecurity touchpoint. This
makes employee communication strategies and awareness programs the greatest mechanism for encouraging
secure practices — both in the workplace and at home.
High employee engagement increases the effectiveness of training and awareness efforts and accelerates secure
behavior adoption, while low engagement decreases the chance of inspiring lasting, impactful change.

Engagement by industry

We made it easy to quantify your cybersecurity culture. See it for yourself!
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Engagement by department*

*Data from IT & security excluded from department averages to remove outliers

Where engagement falls short
Although respondents from accounting and finance departments scored above average in four of the five cybersecurity culture
domains, they scored below average for Engagement. This highlights a clear opportunity to deliver highly relevant, role-based training
to departments often responsible for protecting sensitive and financial information.

Engagement by organization size

Engagement increases with organization size
Scores for all cybersecurity culture domains trend upward as organization size increases. This trend is even more exaggerated in the
Engagement domain. This may be tied to greater time, resources and budgets dedicated to security awareness and employee training
at larger organizations.
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Employee perceptions of cyber risk
How employees perceive the consequences of a security incident at their
organization
Sample survey question: How serious do you think the consequences would be to an
employee if they caused a cybersecurity incident at your workplace?
Outcomes

Why outcomes matter
Perceived consequences measure the impact employees believe a cybersecurity incident will have on the
organization and themselves personally.
Employees who believe a cybersecurity incident may cause major damages to the organization may be motivated
to watch for, and report, suspicious activity. However, if an employee believes they will be severely punished for
causing an incident, they may be less likely to report the incident to security.

Outcomes by industry

Consistent outcomes by industry
Outside of respondents from the top-ranked law firms and legal services and bottom-ranked agriculture, the Outcomes domain
showed the least industry variation out of the five cybersecurity culture domains. Despite the unique cyber threats facing different
verticals, industry does not appear to be a major influencer of employee perceptions towards the consequences of cyber incidents.

Government standout
As a top-ranked industry, government respondents scored above average for each cybersecurity culture domain, but rose to the
second-highest average score for the Outcomes domain. This suggests government employees have greater awareness of both
organizational and personal consequences of a cyber incident than the average working professional.

Want to measure your organization's cybersecurity culture? Demo Infosec IQ today!
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Outcomes by department*

*Data from IT & security excluded from department averages to remove outliers

Outcomes by organization size

Average outcomes for energy, utilities & waste
Although cyber incidents at organizations in the energy, utilities and waste industry often have the most significant, community-wide
implications, respondents from these industries measured an average score for the Outcomes domain. This is especially surprising
given the recent increase in high-profile cyber attacks on these and similar industries.
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Whose job is cybersecurity?
How employees perceive their role in organizational security
Sample survey question: How much impact do you think your daily actions have on helping
protect your organization?
Responsibility

Why responsibility matters
Security tools and technology cannot defend against every cyber and social engineering attack employees face. This
means every employee plays a significant role in keeping the organization secure.
Employees who understand the role they play can be active assets in an organization’s cyber defenses, while those
who assume no responsibility pose the most significant risk.

Responsibility by industry

Education’s greatest challenge
Respondents working in education performed below average in all cybersecurity culture domains, but fared the worst in the
Responsibility domain. Educational institutions may see the most significant changes in their cybersecurity culture by first addressing
how employees perceive their role in cybersecurity.

We made it easy to quantify your cybersecurity culture. See it for yourself!

12

Responsibility by department*

*Data from IT & security excluded from department averages to remove outliers

Where responsibility falls short
Respondents from production, distribution and sales departments returned the lowest scores for the Responsibility domain.
Employees from these departments may feel far removed from sensitive or financial information many cybercriminals are after. These
employees could benefit greatly from targeted communication about the attacks they are most likely to face and the significant role
they play in keeping their organization secure.

Responsibility by organization size

Want to measure your organization's cybersecurity culture? Demo Infosec IQ today!
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How trust anchors employee security
How employees perceive the security posture and processes at their
organization
Sample survey question: How comfortable are you reaching out to your IT/security team for
assistance?
Trust

Why trust matters
Trust measures the relationship between your workforce and your security practices and personnel. A strong
human cyber defense relies on employees working hand-in-hand with your security staff and policies to avoid
threats, share resources and report suspicious activity.

Trust by industry

A surprising dip in trust
Although respondents working in human resources scored above average in four of the five cybersecurity culture domains, they
scored well below average in the Trust domain. This suggests a major blindspot for IT and security teams, who oftentimes share
responsibilities with HR such as new hire onboarding, employee training and addressing employees who cause security incidents.

We made it easy to quantify your cybersecurity culture. See it for yourself!
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Trust by department*

*Data from IT & security excluded from department averages to remove outliers

Trust by organization size

Strength in numbers
While respondents from most organization sizes returned similar scores in the Trust domain, organizations with fewer than 100
employees scored well below average and organizations greater than 50,000 employees greatly outperformed all other sizes. Small
organizations with small IT or security teams may need to rely on individual relationships to influence trust, while large enterprises
may be able to rely on the presence of established IT and security teams to win employee trust.

Want to measure your organization's cybersecurity culture? Demo Infosec IQ today!
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Cybersecurity culture in IT & security
departments
As expected, IT and security teams outpace all other departments in nearly every cybersecurity culture domain.
However, a closer look at the scores and answers to specific survey questions revealed new insights into this
important cybersecurity subculture.

Cybersecurity policy predicament
Surprisingly, IT and security employees cited interference from the organization’s cybersecurity policies and
practices more often than any other department surveyed.
Overall, how often does complying with your organization’s cybersecurity
policies and best practices interfere with your ability to do your job?

This points to a clear divide between security policy and practice in the security or IT departments. If security or IT
staff feel obstructed by security policies and best practices, should they be surprised if general employees resist the
security policies that apply to them?

Avoiding the training disconnect
IT and security employees cite higher levels of engagement with cybersecurity training and find training much more
relevant to life outside of work than respondents from any other department.
While this is no surprise, it provides important context for IT and security professionals who are often responsible
for assigning employee training and running awareness programs.
Engagement levels can vary greatly between departments and individual employees. The best way to measure
engagement and satisfaction with security communications, training and awareness activities is to simply ask
employees what they think!
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How engaging do you find your organization’s cybersecurity training?

Additionally, many respondents do not see the direct connection between cybersecurity knowledge and skills
learned at work and how they can be applied at home and in their day-to-day lives. By teaching and reinforcing
cybersecurity best practices as life skills, rather than work skills, IT and security teams can make training more
relevant and engaging to every employee.
How relevant is the cybersecurity training you receive at
work to your life and activities outside of work?

Perceived commitment from senior leadership
As noted above, 71% of respondents believe cybersecurity is very or extremely important to senior leadership at
their organization. This number jumps to 89% for IT and security respondents. This points to an impressive level of
trust and support felt by those working on the front lines of the organization’s cyber defenses.

89%

89% of IT and security respondents believe cybersecurity is very or extremely important to senior
leadership at their organization.
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Conclusion
Cybersecurity culture is one of the most overlooked variables in cybersecurity, despite its direct impact on
organizational security. Infosec designed a framework and survey to measure employee attitudes and perceptions
towards cybersecurity and the organization’s security practices to help organizations quantify cybersecurity culture
and use it to inform their cybersecurity efforts.
When delivered to a sample of U.S. employees across dozens of industries, departments and organization sizes,
this survey uncovered significant variations and unique strengths and weaknesses in cybersecurity culture when
measured across the following five domains:

Confidence

Engagement

Outcomes

Responsibility

Trust

While results show many positive employee attitudes and perceptions towards cybersecurity, they also uncovered
several opportunities for improvement stemming from:
» Awareness and training resources
» Cybersecurity policies and best practices
» Perceived outcomes of security incidents
Organizations of all sizes can use the findings included in this report as a reference point for their own cybersecurity
culture or to focus their efforts on specific departments or cybersecurity culture domains.

Measure your cybersecurity culture
As this data shows, cybersecurity culture can vary greatly from one organization to another. By measuring your own
cybersecurity culture with the Infosec IQ Cybersecurity Culture Survey, you can:
» Quantify your employees’ attitudes and perceptions
» Track performance over time
» Develop data-driven strategies to strengthen your security awareness and training program

Learn more

About Infosec
Infosec believes knowledge is power when fighting cybercrime. We help IT and security professionals advance their
careers with skills development and certifications while empowering all employees with security awareness and
privacy training to stay cyber-safe at work and home. It’s our mission to equip all organizations and individuals with
the know-how and confidence to outsmart cybercrime. Learn more at infosecinstitute.com.
©2021 Infosec, Inc. All rights reserved.

CTA Placeholder

18

