Security awareness, behavior
change and culture
Experts weigh in on developing effective security awareness programs,
empowering your workforce and building a culture of security.

How to build an effective security
awareness training program
The average data breach costs an organization $3.86 million, and some ransomware actors have
demanded as much as $60 million to decrypt stolen files. With numbers like that, it’s now all hands on
deck when it comes to cybersecurity. Everyone from human resources to accounting to the C-suite needs
to be vigilant — and that starts with education.
But how do you build a security awareness program that engages the entire organization, builds a culture
of security and proves it’s worth it through measurable change? That was one of the key topics at our
annual Infosec Inspire Conference. We assembled an all-star team of experts — from thought leaders like
Bruce Hallas and Sarah Moffat to analysts like Jinan Budge to security awareness practitioners working in a
variety of industries — to share their security awareness advice, best practices and success stories.
This ebook contains key takeaways from each of their sessions at Infosec Inspire, as well as links to
recordings of the full conversations and additional security awareness resources. We hope it helps you
build a successful security awareness program at your organization, and we encourage you to share any
successes you have with our community.
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Storytelling in
cybersecurity:

And that’s when Sarah’s colleague stepped up. “Lisa worked with the
cybersecurity operations team handling communications and she
just jumped into action. She came up with a networking strategy. She
assembled a team. And they literally just flew down to the border.”

The impact of a great story

Ultimately, the larger DHHS team set up an entire set of virtual private
networks that were encrypted and allowed the children immediate
access to attorneys and judges across the country so their cases could be
adjudicated to get them reunited with their parents much faster.

By Patrick Mallory
The power of a good story is not something you usually link to the highly
technical field of cybersecurity, but Learning & Leadership Development
Expert and Cybersecurity Training Manager Sarah Moffat begs to differ.
Just as in any other personal or professional environment, a good story
has the power to break through and help people imagine what could
be. This is exactly the message that Sarah shared with the audience
during her “Storytelling in Cybersecurity” session at the Infosec Inspire
Conference.

“It’s not people, armies, gold or flags that unites people; it’s
stories. There’s nothing more powerful in the world than a good
story.” – Sarah Moffat, Learning & Leadership Development Expert

Stories can make cybersecurity personal
Sarah’s session immediately started with an example of the type of
powerful cybersecurity message she hoped to guide her audience to do.
“I worked at the U.S. Department of Health & Human Services (DHHS)
when the news hit about migrant children being detained at the border.
Officials were doing their best to accelerate legal proceedings, but the
logistics and all of those issues were really slowing down the process.
And the crisis was really getting worse by the day.”
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As Sarah shared, it is this sort of intersection between cybersecurity
and storytelling that can allow cybersecurity professionals to better
communicate, collaborate and get the resources they need to fulfill their
own mission.

The power of a story
Cybersecurity isn’t really just about a bunch of ones and zeros. It is
actually about using technology to accomplish something — a personal
or organizational mission. Therefore, it is about how you can motivate
and connect with others, with stories often serving as the best way to do
so.
“The important thing to remember is: If you lose sight of your
business’ story, your team’s story or your personal story, you’re
gonna lose sight of who you are. Stories allow businesses and
organizations and individuals to distill complexity.”
– Sarah Moffat, Learning & Leadership Development Expert

One can use this power toward building a good cybersecurity culture,
helping with recruiting, retainment, training or getting the resources that
you need to accomplish your goals. “If you want to tell a great story in the
boardroom, if you want to tell a great story to your boss about why you
need more money, it all starts with an idea.”

Just as when Sarah shared the story about her team at DHHS doing their
part to help kids at the border, you might forget the names, the time, the
place or the agency, but you likely won’t forget the underlying purpose.
“You’re going to remember the key concepts of innovation, technology
and cybersecurity to reunite kids. That’s the through line.”

»

»

Understanding your audience
Before you map out the story you are going to tell, you want to first think
about where your audience is right now in their opinion or stance on the
topic.
“They always say ‘numbers tell, but stories sell.’ Why is that? It’s because
we are hardwired for stories. Our instinct to listen and tell stories is
literally a survival skill that we have had since the beginning of humanity;
it’s how we all make sense of the world,” notes Sarah. “So what’s an
essential survival skill is also an essential business skill.”
People use stories and experiences to help brand themselves while
organizations use stories as the foundation of how they communicate,
connect with customers and what they stand for. According to Sarah,
stories are, therefore, also how we can overcome barriers, including
technology barriers.

The key qualities of a great storyteller
In order to tell a good story, Sarah shared a series of best practices and
strategies that she has learned over her 15 years in the field, including
time as a TED Talks speaker.
»

»

Be specific with the through line you want to build in your
audience’s mind. A “great through line should be 15 words or
less” to tie the elements of your story together. A through line is a
theme or concept that runs throughout your entire story.
Don’t rush. Sarah notes, “Don’t try to pack things into your
story. Don’t rush it. Make sure you can explain your story well
in the time that you have available.” Instead, really think about
why every word you say really matters in helping get your point
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»

across. In other words, less is more when it comes to storytelling.
If that means cutting back on topics, then those you do share will
have greater impact.
Use examples. Use real-life examples to help make your story
come alive and emphasize the points you are trying to leave the
audience with.
Lean on passion. “Ask yourself: ‘Is this a topic that you feel
really passionate about?’” If you can’t answer “yes” to that, Sarah
suggests, then you should find someone that can. “You want
your audience to feel things; you want them to be engaged
emotionally,” according to Sarah.
What is your goal? Is the goal of your story a “gift or an ask?”
Being able to answer this question will ensure that you select the
right examples, audience and through line for your delivery.
Use the emotion of a challenge. Every story needs a challenge
and a character so make sure you have them. According to Sarah,
be able to articulate what is going to be able to overcome that
challenge.

Wrap up
Ultimately, Sarah hopes that something she shared during her Inspire
session inspired her audience or helped to shape an idea that they
already had for a presentation to be better.
If that happened, Sarah had one last recommendation: “Before you go
to your next activity, take two minutes and jot it down. Because if you’ve
got an impulse or goal, you have got to act on it right away.” Otherwise,
Sarah warns, you just may lose that momentum.

Bonus videos: Watch the discussion
» Full conversation: Storytelling in cybersecurity: The impact of a great
story
» Clip: Security takeaways from Little Red Riding Hood (2:53)
» Clip: Cybersecurity career tips: Learn tell a great story (2:16)

Influencing security
mindsets to build a
culture of cybersecurity
By Christine McKenzie
Cybersecurity specialists aren’t the only people who play an
indispensable role in protecting businesses from cyberattacks. Every
employee who uses the internet is also on the front line, and in today’s
high-tech workforce, that’s almost all of them!
Despite their role as cyber-gatekeepers, many employees haven’t
benefited from cybersecurity training. Instead of looking at that as a
weakness, think of it as a major opportunity for your cybersecurity team
to teach cybersecurity best practices and build a culture of security.
At the annual Infosec Inspire Conference, we had the opportunity to
speak with two leaders in corporate cybersecurity training. Donna Gomez
is a Security Risk & Compliance Analyst at Johnson County Government
in the State of Kansas. Joining her was Tomm Larson, Cyber Security
Awareness Lead at Idaho National Laboratory.

“Making somebody feel heard is the biggest thing because needs
analysis and meeting their needs is the biggest way to encourage
a change in behavior.” – Donna Gomez, Johnson County
Government

After each training, she wants to know “what was missing?” and “what
do you want to know more about?” By getting feedback directly from her
employees, she’s able to tailor additional lessons to fit their needs and
learning objectives. Her employees know that she’s listening and wants
to help them learn.

Make security awareness relevant
Without real-world examples, security awareness training may feel
disconnected from everyday life in the office. That’s why Tomm strives to
connect training with current events.
“I scour the headlines on a regular basis looking for news that will impact
my users,” he says. “Like the Twitter attack — apparently that’s a new
phishing attack that’s becoming more popular amongst criminals, and so
I wanted to let my users know this attack is out there.”

Let’s take a look at how they built thriving security cultures in their
organizations.

Tomm also drives home the point that cybersecurity isn’t just a workplace
concern — it’s also something that impacts his trainees in their personal
lives. This connection between work and home life helps employees
understand that cybersecurity concerns are everywhere and that they
always need to be on alert for potential attacks.

Understand your employees’ needs

Teaching security awareness for different learning styles

There are tons of prepackaged lessons out there for teaching security
awareness, but the best place to begin is by asking your employees what
they’d like to learn. Donna does this by using surveys after every lesson.

Visual, auditory, tactile: there are a variety of different learning styles.
Donna and Tomm agree that security awareness training should be
geared towards different learner preferences. That means including a
variety of different exercises and lesson formats like videos, animations
or microlearning moments.

We gamified security awareness. Play Choose Your Own Adventure® today.

Play Now

Not only is this an effective way to teach the lessons, but Tomm explains
that it’s also an excellent way to build rapport with your colleagues. His
curriculum includes different kinds of media and content so that learners
can choose what works best for them. They also use activities like games
and tournaments to make cybersecurity fun and engaging.

Build trust
A strong teacher-student relationship is founded on trust. That’s why
Donna and Tomm emphasize the importance of building trust with your
employees. However, that can be easier said than done — especially if
the learning process includes lots of tests, quizzes and assessments.
For that reason, both Donna and Tomm have eliminated tests from their
security awareness curriculums. Instead, Tomm allows learners to selfassess their own cybersecurity knowledge to identify opportunities for
future learning. He also runs monthly “drills,” much like fire drills, where
employees can practice what would happen during various cyber-attack
scenarios.
No one gets in trouble for clicking on a “drill” phishing email — it’s a
learning opportunity, plain and simple.

Create a safe learning environment
If employees feel like they’re going to get in trouble for their
cybersecurity knowledge gaps, they’re not going to get the most out of
training. Instead of feeling confident enough to ask for help, they may
feel too ashamed or embarrassed to say anything at all.
Donna and Tomm stress that creating a “safe” environment in which to learn
cybersecurity is essential for building a culture of security awareness.

At Idaho National Laboratory, Tomm has an email address dedicated to
cybersecurity questions and concerns. Employees can report phishing
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emails to the address, but they can also ask general cybersecurity
questions. Tomm’s team will help employees with everything from how
to properly set-up a router to the benefits of using a VPN or password
manager.
The key message behind this system is that the cybersecurity team is
truly there to help employees safely navigate the web — not to get them
in trouble, report them or judge them for what they don’t know.

Never underestimate the power of empathy
A sense of empathy is also critical for building a safe learning
environment. Donna likes to stress that literally anyone can become
a victim of cyberattacks. This helps dispel the sense of shame or
embarrassment that an employee may be experiencing in the wake of a
security incident.
“Belittling people does not change behavior, it puts the fear factor in
them. I like to ask them, ‘Why did you click?’
In many cases, the answer to that question lies in business practices that
conflict with cybersecurity. For example, if staff feel pressured to respond
to an inquiry right away or have to have a clean inbox at all times, then
they’re more likely to fall victim to the “click before you think” mentality
that scammers prey on. It’s this empathetic, solutions-oriented approach
that shows employees you’re on their side.

Inspire staff to be security-aware, everywhere
Protecting your company from cyberattacks starts with building a culture
of security. In today’s modern workplace, almost all of your staff — both
technical and non-technical — will have access to internet-enabled
devices. While these devices make their jobs easier, they also create
countless entry points for intruders. That’s where security awareness
comes in.

The more your front-line staff knows about basic cybersecurity best
practices, the more they can protect themselves from would-be attackers
— both at work and at home.

Bonus videos: Watch the discussion
» Full conversation: Influencing security mindsets and culture
» Clip: How to make security awareness training fun and engaging
(6:45)
» Clip: Employees vs security: How to build trust rather than fear (7:36)
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Rethinking the human
factor in security
awareness

processes and rigid policies that seem to require a translator.
Bruce was able to overcome this challenge by helping stakeholders
across the business understand how cybersecurity related to them and
why they should take an interest. “I was speaking a language they hadn’t
been trained on,” he said.

By Cyber Pop-Up
As organizations begin to understand that security is everyone’s
responsibility, cybersecurity culture has been a prominent topic of
discussion in recent years. The recent growth of remote working has also
increased the need for organizations to ensure that employees make
security a priority and take this shared responsibility seriously, no matter
where they are.
Unfortunately, the transition has not always been easy. Current
approaches to developing and delivering training and awareness are not
a guaranteed antidote to achieve enduring changes in security behaviors
and culture. Podcast host and author of “Rethinking the Human Factor,”
Bruce Hallas joined the Infosec Inspire Conference to share a new view —
based on behavioral science, data and real-world successes surrounding
us — to meet the challenge of empowering the human factor.

Speak a cybersecurity language everyone understands
After working with board-level executives in finance, legal and beyond,
Bruce picked up on a critical skill: speaking the cybersecurity language in
a dialect that business teams understand.
Cybersecurity teams often struggle with a lack of understanding and
ultimate support from critical stakeholders, due to disconnects in
communication. Though the groups typically have a common goal to
run a solid business and drive revenue up, the role that cybersecurity
plays in that goal is often overshadowed by technical jargon, intimidating

We gamified security awareness. Play Choose Your Own Adventure® today.

Play Now

“This is a really powerful tool for all IT managers. I would work
with users to help them understand what information security
means from an IT perspective and translate that into meaningful
benefits for the business.” – Bruce Hallas, Marmalade Box

Influence the critical shift from a “have-to” culture to a
“want-to” culture
Most organizations start their security journeys by focusing on
compliance and enforcement. There are policies. There are annual
training requirements. And finally, there are consequences and penalties
for not complying.
This tactic leads to a “have-to” culture. Policy, for example, spells out
what people should do to remain secure. Yet there is still a recurring
problem when it comes to adherence to policy, no matter how much
organizations invest in technology and other solutions.
Where security is truly engrained in organizations is when they can shift
to a “want-to” culture, where people are motivated to care about security
without being driven by mandates and consequences. After looking
into the science behind human behavior, including concepts like nudge
theory and behavioral sciences, many lessons can be gathered to help
make this shift.
The first is a common misconception: if you share plenty of information
and resources with people, they will all process and apply the

data to their behaviors in the same way. This, however, is not the
reality. Everyone’s logic varies, and people tend to make decisions
subconsciously with the reactive side of the brain instead of the more
logical side.
A pivotal secret to shifting behavior so that people react with logic is
social influence. When people see what folks around them are doing
or not doing, they tend to follow suit. This was made evident during
an effort to collect several million dollars in unpaid taxes in Europe. By
communicating what percentage of people within a specific postal code
had paid their taxes on time, the team was able to influence more people
in that region to pay their taxes.
The same can apply to cybersecurity. Remind users of what their peers
and others are doing when it comes to security. Whether it’s sharing how
different departments are faring when it comes to training completion or
looking at who has the best phishing campaign score, sharing how others
are performing is a low-cost, low-risk way to influence behavioral change.

Integrate cyber culture into your business culture
It’s clear that culture plays a critical role in addressing the human
element of cybersecurity. Organizations often ask, “How can we build
a strong cybersecurity culture?” However, a few thought-provoking
questions that these organizations should consider are: “How does my
security culture relate to my overall business culture? Do you want to
have one versus the other? How can we marry the two?”
Since cybersecurity is everyone’s responsibility and culture is based on
organizational values, healthy behavioral change occurs more naturally
when the two are intertwined. Those values ultimately drive decisions
at all levels of the organization and, as such, security should align with
the organizational values and be incorporated in the everyday way of
working.
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To put this into practice, start having conversations with your board and
senior leadership on how cybersecurity contributes to the success and
resilience of your organization.

“Part of that is about reinforcing the values that the board has.
When you’re supporting them and their values, you’re much more
likely to get buy-in.” – Bruce Hallas, Marmalade Box

Since stakeholder buy-in is foundational in strengthening cybersecurity
culture, board engagement is a good place to start.

The big takeaways
The biggest lesson from our conversation with Bruce is the importance
of shifting from a “have-to” culture to a “want-to” culture. Do this by
influencing behavioral changes across the organization.
As a next step, think about the capacity that you have to understand the
current culture and the desired state. Finally, create a framework that will
help the organization achieve the desired results.

Bonus videos: Watch the discussion
» Full conversation: Why we need to rethink the human factor
» Clip: Social influence: The key to cybersecurity culture change (4:16)
» Clip: Organizational culture vs. security culture: Are they different?
(4:29)

Implementing global
security awareness
programs:

into account when designing and delivering their programs.
For Dan, Amway organizes training programs and exercises out of
the corporate headquarters, but then works with their 11 operating
zones to customize the training to work more effectively within the
local environment, including Asia, Latin America and Europe. Training
programs are then translated and screened to be more regionalized so
they fit better with local norms.

Collaboration & cultural relevance
By Patrick Mallory
There’s more to the bits and bytes that make up the world of
cybersecurity. The languages, cultural norms, preferences and
learning styles of the professionals from across the globe that are the
stakeholders of security awareness programs make delivering these
trainings a complex undertaking.
To demonstrate how to overcome these challenges and implement
cybersecurity initiatives to a global audience, David Hansen from
Brookfield Renewable and Dan Teitsma of Amway participated in the
Collaboration and Cultural Relevance: Taking Security Awareness Global
panel discussion at the Infosec Inspire Conference.
Here are some of the key takeaways and lessons learned these security
professionals pass on to their peers facing similar hurdles to make their
security training programs culturally relevant for employees worldwide.

Tailoring security awareness for a geographically diverse
organization
Both Dan and David help to manage cybersecurity awareness programs
for stakeholders around the world who live and work in countries that
speak different languages and with different work and learning styles. To
accomplish their learning objectives, both have to take these differences
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For David and Brookfield Renewable, the approach is similar, but
implemented in a slightly different fashion. “We have a combination
approach. We’re centralized in the sense that we have a 12-member
awareness team of individuals from eight different locations globally.
That team works together to make content decisions for our new hires
and our global mandatory training programs.”
The centralized team makes common goals and overall training topics,
but then each region makes their own training materials. There are then
a combination of regional and global training facilitators delivering and
supporting the program in implementation. This way, each location can
adapt it to their own audiences in their region.

Finding the balance between global standards and local
relevance
Taking it one step further, practitioners in a global environment also
need to find a balance between corporate standards and best practices
and local relevance. For David, this means again taking advantage
of focus groups made up of regional participants to talk through the
different types of learning content and delivery methods.
Focus groups help David’s team find out what they like, what they don’t like, what
works well for them or what doesn’t work as well.

“Some of that seems to be aligned with cultural differences based on
location. But, primarily, it seems to be related to individual differences

and learning styles and content preferences,” noted David. “So, it really
just reinforces that we need to offer training content over a two- to threeyear period, but provide variation in the content, format and delivery.
That way it resonates with people in a different way or with people with
different learning styles.”
The experience with Dan’s team is similar, but he adds they also try to
take local events and holidays into account when scheduling training and
phishing exercises. For example, during the November and December
period, their phishing campaigns will take on the form of delivery notices
or free holiday-themed trials. For Dan, “it’s really what sort of bait you’re
going to dangle in front of them to elicit different responses.”

Tools and relationships that enable global training
programs
Dan and David also shared which tools their organizations use to help
create and deliver their security awareness programs. As mentioned
before, David’s team pairs their Infosec IQ learning platform with their
own training, reaching about 20,000 stakeholders.

“Infosec IQ helps us to automate the new employee training with
recurring monthly campaigns that automatically kick off each
month, including new learners added since the previous month.” –
David Hansen, Brookfield Renewable

“This provides the ability to create a training course, create a group and
then schedule a campaign to automatically send notifications, track
completion and have easy reporting as well.”
Both David and Dan also work with their internal functional counterparts
to combine training or shape the content. This includes partnering
with human resources, legal and communications teams to handle
joint compliance topics, get support with marketing or tailor programs
for specific job-based audiences. This helps both organizations get
We gamified security awareness. Play Choose Your Own Adventure® today.
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the executive leadership support at the global and regional levels to
encourage everyone to complete the training.

Key takeaways
In wrapping up the session, the two panelists shared their key takeaways
for the audience when it comes to implementing and delivering their own
security programs on a global scale.
For David, it is all about making sure the objectives of your programs
and your training are very clear to the stakeholders. This is especially
important when your program spans multiple countries and languages.
It takes resources to conduct this local customization, but according
to David, “If you don’t train people, they’re not able to recognize risk
and you’re always going to have that vulnerability to your business
continuity.”
As for Dan, he recommends making sure that your program has a
baseline level of knowledge that every employee needs to meet — no
matter their tenure or employment status. With this in place, you can
then use it as a way to track performance and ensure that everyone is
getting that common baseline from which to grow upon. From there,
“you can expand on the topics and make the training be more relevant to
the people in that location or job role.”
Ultimately, delivering and managing a cybersecurity program on a global
scale is all about finding the right balance for your organization, your
mission, stakeholders and risk profile. A dance that will be unique for
every company and even every region.

Bonus videos: Watch the discussion
» Full conversation: Collaboration and cultural relevance: Taking
security awareness global
» Clip: What’s it like to run a global security awareness program? (5:07)
» Clip: Key lessons from two global security awareness programs
(4:56)

Security awareness,
behavior change and
culture:

often your CISO is invited to present to the board, how often the
security team is proactively being brought into meetings and
similar shifts.
3. Keep an eye on any small shifts in how the rest of the
organization is engaging in and talking about cybersecurity.

Perspectives from Forrester and
Marmalade Box

Bruce: It’s important to remember that effectively measuring something
would mean that you already know your destination or the goal you
have in mind. When it comes to measuring culture, start with your
organization’s unique definition of good culture, the roadmap required to
get there and ultimately how you can measure progress in your own way.

By Cyber Pop-Up
During the annual Infosec Inspire Conference, we sat down for an open
mic Q&A conversation with leading security awareness and culture
experts Jinan Budge, Principal Analyst at Forrester, and Bruce Hallas,
author of “Re-thinking the Human Factor.” We got unique insights into
everything from how to measure and report on security culture change
to how to scale a security awareness and training program with limited
resources.

For organizations who want to mature their cybersecurity
culture by doing more than basic annual awareness
training but have limited resources, where do you
recommend focusing time and energy for the biggest
impact?
Jinan recommends the following strategies:
»

Here are highlights from the conversation.

There’s a lot of discussion about measuring security
culture. What do you see as the strongest indicators of
culture change?
Jinan: There are many tangible and intangible ways to start measuring
cybersecurity culture. Fundamentally, it’s important to deviate away from
only looking at novel measures like how many people completed training
and focus more on behavioral shifts. Three key tips include:
1. Leverage cultural assessment tools available on the market today
that can measure the culture and behavior of the workforce.
2. Pay attention to intangible indicators like taking notice of how
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Understand: Take a pulse check on your organization. Conduct
surveys to gain insight into questions like:
» Who are the stakeholders?
» What are some of the security aspirations that the CISO
or team has?
» What are the challenges? For example, are there budget
concerns, issues with visibility or frustrations with certain
processes?
» Hearing about these topics from stakeholders across the
organization will give you a better idea of who and what
you are dealing with today.
Organize: Segment your stakeholders into different threat
communities. Think about who presents the greatest risk and
where you want to influence behavioral changes that reduce
cyber risk. Consider identifying specific groups you’d recommend

»

»

focusing on first such as executive assistants, marketing or HR,
and have a meaningful framework for prioritizing them.
Create: Next, get creative and figure out how you can influence
the behavioral change for these groups. Beyond annual training,
think about year-round campaign ideas and new opportunities
to engage users on an ongoing basis. Prioritize the ideas and
determine what timeline will work for execution.
Gain buy-in and deliver: Finally, delivery typically is not possible
without stakeholder buy-in. Share your ideas and focus on
gaining buy-in from key stakeholders. Doing so may also land you
the additional headcount or resources you need to expand your
awareness efforts. One additional tangible tip for delivery with
limited resources, especially for one-person awareness teams,
is to leverage ambassadors and champions when culturally
appropriate to do so.

What traits or abilities should we look for when recruiting
employees as security champions?
Jinan: Building a network of cybersecurity champions can go a long way
in influencing behavioral change within organizations. However, it’s
important to find the right person for the job. Critical traits to look for
include:
» Passion for cybersecurity and for making a difference
» Ability to influence behavior within the organization
» Creativity and a fresh perspective
» Relationship building and stellar communication skills
» Interest in professional development opportunities
As programs advance, the ability to facilitate workshops, generate written
content and grow advanced cybersecurity knowledge will become more
relevant.
Bruce: Know that various cultures, like those who prioritize hierarchy and
chains of command, may perceive champion and ambassador programs
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in different lights. Pay attention to these potential cultural impacts as you
determine what kind of program you’d like to build.

What can we all do better as we aim to improve our
organizations’ cybersecurity cultures?
Bruce: Most of what happens in training and awareness today is
educating people on policies and procedures we’ve developed reactively.
To shift behavior in a significant way, we must shift the focus from
reactive communication and awareness to addressing the true root
cause of the issue.
First, think about how humans behave and how we use technology
naturally. Then integrate security by design into those processes and
technologies. When done correctly, security is not an add-on but a
seamless part of everyday solutions. Think about security like a new tech
gadget or product on the market. When you create an experience and a
product that people like, they’ll want to buy and use, again and again. The
same applies to cybersecurity. Design a program that makes users want
to come back by choice.
Jinan: Be empathetic. Put yourself in the shoes of the people who you
want to influence. Anticipate the needs of others and be open to helping
them out.

Bonus videos: Watch the discussion
» Full conversation: Ask us anything: Security awareness, behavior and
culture (session 1)
» Clip: How do you measure and report security culture change? (4:28)
» Clip: Security awareness: What is one thing we could all do better?
(3:28)

Security awareness,
behavior change and
culture:

What qualities make for successful training team
members?

Perspectives from Johnson County,
Brookfield Renewable, Idaho
National Laboratory and Amway
By Patrick Mallory
It is vital that cybersecurity programs find a balance between securing
the operations that their businesses rely on and enabling them to work
effectively. An important component of finding this sweet spot comes
with the successful implementation of a security awareness program and
encouraging a security-minded culture from the corner office down to
the newest employee, starting right from the moment new employees
are hired.
How four different types of organizations go about fostering a security
conscious mindset was a topic at the Infosec Inspire Conference. The
Security Awareness, Behavior and Culture: Ask Us Anything Q&A session
featured Donna Gomez of Johnson County Government in Kansas,
David Hansen of Brookfield Renewable, Tomm Larson of Idaho National
Laboratory and Dan Teitsma of Amway.
The panel covered a range of topics, but it was clear that each of the
guests were passionate about creating a strong security mindset across
their large, multi-faceted organizations even in the face of the uncertainty
of the COVID-19 pandemic.
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When it comes to staffing your security awareness training team, the
panelists emphasized more soft- and people-skills than technical, as
there will always be resources around to answer the specific questions.
This includes good writing, organizational and project management skills
as well as a creative mindset to think of new ways to deliver materials to
their audience.
Equally important is an understanding of work and regional culture so
training resonates and the language used fits the audience.

“You have a consistent message globally, but you have to adapt
it for the culture at the local level. And that’s absolutely key: you
need the people that have that cultural awareness.” – Tomm
Larson of Idaho National Laboratory

One potential solution is having team members embedded in specific
locations.

How have your organizations adapted your security
awareness programs for virtual and live delivery?
Given the ongoing COVID-19 global pandemic and the drastic changes
many organizations have made to their operations — including a notable
rise in remote work — this question from the audience garnered a lot of
input from the panel.
While the panelists noted that they already had a lot of the key
components in place to introduce and reinforce security awareness just
given the geographic scale and size of their organizations, the move
toward an even more dispersed workforce still presented challenges.
While computer and web-based training as well as online meetings were

already a regular part of security awareness training, these components
took on even more importance as live, in-person delivery was taken off
the table as an option.
For Tomm of Idaho National Laboratory, that meant a big switch in gears.
According to Tomm, while there were some upsides — such as seeing a
different, more personal side of your coworkers while they worked from
home — it also meant a change in tactics to reach his audience. While he
has spent a lot of his career getting up in front of people, interacting with
the audience and feeling the audience’s energy, Tomm has had to find
new ways to do this online.

How do you effectively justify your security training and
awareness budget?
The panel consensus was a strategy that compared the costs of their
training budgets toward the considerably more expensive technical
equipment.
“In my experience, the technology that we use to protect our users
via firewalls or email filters or proxy servers, all of that is orders of
magnitude greater than my training costs,” notes Tomm. “You can spend
a million dollars on a firewall or you can spend $30,000 on a subscription
to some great cybersecurity awareness training.”

“There’s a lot of technology already out there that allows us to do these
types of things beyond just typing something in a chat window. We try to
take advantage of [the online tools],” notes Tomm. In addition, he uses
the new information that he has learned about his coworkers while they
are working from home to find new ways to reach them..

The panel also noted that you can also talk about risk and point out
that studies have shown that the biggest risk to your organization’s
cybersecurity is people, as that’s how the hackers get in most often.
“So if it’s a risk conversation, you’ve got to get your ammunition ready,”
concludes Tomm.

For Dan and David, although there was not much of a change to their
programs, they leaned more on web-based tools to deliver computerbased training. However, it is about finding a healthy balance between
making their training and email messages resonate without sending so
many that they are overlooked.

Similarly, the panel notes trying to quantify what the financial impact will
be of an actual security event based on real events and compare that to
your training costs. “Understand what the business wants and needs are,
and tell them the story,” notes Donna Donna, but put it in the mindset of
who you are talking to. “Get to know your auditor. Get to know your risk
manager. Get to know your cyber insurer,” recommends Donna.

For Dan, that means his facilitators make more of a real conscious effort to
engage with staff during the training. For David, they have tried to be more
targeted with those that may need more help.

“What we have adopted or started is the process of adapting our training
for those individuals who have demonstrated susceptibility to my
phishing campaign. We are now conducting instructor-led, online training
sessions to give them the tools so that way they’re self-sufficient.”
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“Go out there and talk to these people. IT is supposed to enable
the business and how you do that is by making the business and IT
understand each other, and that’s part of cybersecurity awareness.”

Session wrap-up
In an ever-changing operational environment, it is clear that security
professionals need to stay as nimble and as vigilant as ever while also
thinking proactively about how to maintain a high level of security
awareness among their stakeholders. That even includes leaning on
peers in the industry more.

In fact, the panels agreed that, ironically, “if you want to steal, beg,
borrow, take” from them to improve your own security awareness
program, feel free to reach out.
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Bonus videos: Watch the discussion
» Full conversation: Ask us anything: Security awareness, behavior and
culture (session 2)
» Clip: How to transition to a new cybersecurity role (7:22)
» Clip: Is remote work driving more people into cybersecurity? (8:03)
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Additional skill
development resources
Infosec IQ security awareness training

Join the annual Infosec Inspire User Conference

»

Security awareness training built to educate and
engage

»

Pre-built training programs

»

Choose Your Own Adventure® Security Awareness
Games

»

Free security awareness posters

»
»
»

Other useful resources
»

Cyber Work Podcast

»

Infosec webcasts and events

»

Infosec YouTube channel

»

Infosec Resources blog
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Infosec Inspire is focused on helping you dive deep into all things
security awareness, craft your cybersecurity dream team and
show the value of cybersecurity training to everybody in your
organization. With your choice of the three tracks, you’ll learn
relevant, practical information you can take directly back to your
organization around:
Developing security talent and teams
Security awareness, behavior and culture
Maximizing success as a channel partner

Onsite attendees can also join workshops around building a
12-month security awareness plan, getting started with NICE
Framework implementation and preparing for CMMC readiness.
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About Infosec
Infosec believes knowledge is power when fighting cybercrime. We
help IT and security professionals advance their careers with skills
development and certifications while empowering all employees with
security awareness and privacy training to stay cyber-safe at work and
home. It’s our mission to equip all organizations and individuals with the
know-how and confidence to outsmart cybercrime
Learn more at infosecinstitute.com.
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