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The California Consumer Privacy Act (CCPA) is a new law 
designed to give California residents more control over the 
use of their data and regulators increased powers to punish 
organizations that do not comply with the new privacy rules. 

With California recently becoming the fifth largest economy in 
the world, the CCPA has been compared to the EU’s General 
Data Protection Regulation (GDPR) in regards to potential 
scope. The International Association of Privacy Professionals 
(IAPP) estimates that more than half a million companies will 
be affected just within the U.S. — and there’s the possibility 
that the CCPA could hasten the creation of a national law. As 
California goes, the nation tends to follow.

What is the California Consumer 
Privacy Act of 2018?

California residents’ rights under the CCPA:
 » Right to know what categories of personal information are being collected
 » Right to know whether personal information is sold or disclosed and to whom
 » Right to say “no” to the sale of personal information
 » Right to access the personal information held by an organization
 » Right to equal service and price, even if any privacy rights created by the CCPA are exercised (non-discrimination)



The CCPA applies to any for-profit company that does business in California,  
collects personal information from a California resident and meets one of the  
following:

 » Has annual gross revenues in excess of $25,000,000 

 » Annually buys, sells, receives or shares for a commercial purpose the 
personal information of 50,000 or more consumers, households or devices

 » Derives 50% or more of its annual revenues from selling consumers’ 
personal information 

Businesses that regularly interact with California residents will likely need to  
comply with the CCPA — even if they do not maintain a physical presence in  
California.

Will the CCPA affect your  
organization?

When will the CCPA  
be enforced?

The CCPA is scheduled to go into 
effect on January 1, 2020. However, in 
September 2018, a few months after 

the CCPA was signed into law, the 
California legislature enacted a clean-

up bill, known as SB 1121. The bill gave 
the attorney general until July 1, 2020, 
to adopt regulations implementing the 

CCPA.  

As a result, no enforcement actions 
may be taken by the attorney general 
until either six months after the final 

regulations are adopted or July 1, 
2020, whichever is earlier.



How to comply with CCPA

Provide methods for  
consumer rights requests

Organizations need to provide at least two methods for 
consumers to request information about the use of their 

personal data, including, at a minimum, a toll-free number 
and a website. These requests include information, such as:

 » Categories of personal information collected,  
sold or disclosed

 » Categories of sources from which personal  
information is collected

 » Categories of third parties to whom personal  
information was sold

 » Business or commercial purpose for collecting or 
selling personal information

 » Categories of third parties with whom the busi-
ness shares personal information

 » Specific pieces of personal information it has  
collected about that consume

Timely response to  
consumer requests

Once a verified request is made, organizations need to 
deliver the required information to the consumer within 45 

days free of charge.

Organizations can extend the 45-day period for an 
additional 45 days when “reasonably necessary” as long as 

the consumer is notified of the extension.



Provide privacy notices

Organizations must disclose the following information in their online privacy policy — or on their website if 
they do not maintain a privacy policy — and update it at least once every 12 months:

 » A description of consumer rights under the CCPA and how to submit requests  
for information

 » A list of categories of personal information collected about consumers in the past 12 months

 » A list of categories of personal information sold about consumers in the past 12 months  
(if no personal information was sold, it must be stated)

 » A list of categories of personal information disclosed about consumers for a business  
purpose in the past 12 months (if no personal information was disclosed, it must be stated)

How to comply with CCPA (cont.)

It’s important to note the CCPA requires the list of categories of personal information sold 
must be separate from the list of categories of personal information disclosed.



Provide opt-out rights

Organizations that sell personal information to third 
parties must provide “a clear and conspicuous link” on the 
home page of their website so that consumers can easily 
opt-out of the sale of personal information. Organizations 
cannot require consumers to create an account in order 
to create an opt-out request.

Opt-out requests must be honored for at least 12 months 
before asking the consumer to reauthorize the sale of 
their personal information. 

Provide employee training

Organizations must train all individuals responsible for 
receiving and handling consumer requests so that they 
are both knowledgeable of consumers’ rights under the 
CCPA and are able to direct consumers to exercise those 
rights.

How to comply  
with CCPA (cont.)



The CCPA gives the California attorney general the power to 
bring civil action against organizations that fail “to cure any 
alleged violation within 30 days after being notified of alleged 
noncompliance.” The penalties are broken into two categories:

1. Intentional violations, which have penalties up to  
$7,500 per violation

2. Unintentional violations, which have penalties up to  
$2,500 per violation

In addition, the CCPA allows private plaintiffs to institute a 
civil action for data theft or data security breaches, which 
includes statutory damages from $100 to $750 per incident  
(or actual damages, whichever is greater). However, the 
consumer must first provide the organization in question a  
30-days’ written notice that identifies the specific violations 
and, if possible, allows for the violations to be cured in  
place of statutory damages.

What happens if my organization 
doesn’t comply?



Organizations need to formulate and implement 
a robust compliance program to ensure they are 
ready by January 1, 2020. More fundamentally, it is 
imperative that businesses adopt a culture of privacy in 
light of today’s data security and data privacy threats. 

To learn more about the CCPA and how it may impact 
your organization, watch our on-demand webinar, 
California Consumer Privacy Act: Are You  
Prepared for 2020?, featuring:

» Jay Rodne, Privacy Director at Sentinel and
former Washington State Representative

» Aaron Weller, VP of Strategy at Sentinel and
Fellow of Information Privacy

Learn more about the CCPA

Additional resources:

California Legislature, SB-1121 California Consumer Privacy Act of 2018

IAPP, New California privacy law to affect more than half a million US companies

Infosec Resources, Has California Just Created GDPR 2.0?

Watch Webinar

https://www.youtube.com/watch?v=_WhKQ5Xa46w&feature=emb_title
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB1121
https://iapp.org/news/a/new-california-privacy-law-to-affect-more-than-half-a-million-us-companies/
https://resources.infosecinstitute.com/has-california-just-created-gdpr-2-0/


About Infosec
At Infosec, we believe knowledge is the most powerful tool in the fight 
against cybercrime. We help IT and security professionals advance 
their careers with a full regimen of certification and skills training. We 
also empower all employees with security awareness training to stay 
cybersecure at work and home. Driven by smart people wanting to do 
good, Infosec educates entire organizations on how to defend themselves 
from cybercrime. That’s what we do every day — equipping everyone with 
the latest security skills so the good guys win.  
 
Learn more at infosecinstitute.com.

Sentinel, LLC
Sentinel LLC has the industry experience and a proven approach to help businesses be 

able to define and implement a tailored data protection program that drives a culture 

of privacy. This strategic approach will prepare your organization for CCPA and any 

other state or national regulations that come into law.
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