2019 Cybersecurity
Industry Report:
3 Steps Employers Can Take to
Close the Skills Gap
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Introduction
(ISC)2 reports the shortage of cybersecurity professionals has grown to 2.93 million globally, with approximately
498,000 openings in North America. There has never been more demand for skilled cybersecurity professionals —
yet the group is not as confident about their careers as one may expect.
Our “2019 Cybersecurity Industry Report,” which surveyed 785 information security professionals, found that a significant portion are relatively unsure of their career path and lack confidence in both their current career goals and
the possibility of transitioning into new roles.

Career Paths

Career Goals

Changing Roles

Only 38% of survey respondents
have a clearly defined career
path. More than 6 in 10 respondents reported a somewhat
clear career path or no career
path at all.

The murkiness around career
paths appears to translate into
lack of confidence around career
goals. More than a third of
respondents (34%) are less than
confident about their goals.

Respondents are also cautious
about moving into roles outside
their current experience. More
than 38% are less than confident
about changing job roles — and 1
in 10 are not confident at all.

The survey also provided insight into specific recommendations that may help empower individuals to take charge
of their careers, develop knowledge and confidence, and close the skills gap. These include:

CAREER PATHWAYS
The importance of creating clear cybersecurity career pathways to guide both new and
experienced infosec professionals

EMPLOYER TRAINING PROGRAMS
The impact employers can have on both employee confidence and skill development

DEVELOPING INFOSEC SKILLS
The need for a culture of learning that keeps cybersecurity skills fresh and allows
employees to more easily transition into new roles
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Importance of Clear Career Pathways
The biggest single-question differentiator in this year’s survey revolved around career pathways. Infosec professionals who identified as having a clearly defined path to advance their career were more confident in their career goals,
more confident in their infosec skills and spent more time learning compared to peers who lacked a clear path.

Providing clear career paths is an easy way to increase
confidence in employees’ career goals

Clear Path

Somewhat Clear Path

No Path

I am confident my career goals are the best goals for
my personal career growth and development.

Nearly 88% of infosec professionals with a clearly defined
career path identified as “confident” or “more than confident”
in their career goals, compared to just 37% for those with no
clearly defined career path. (Fig. 1)
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Employees with clear career paths are more likely to feel
more confident about their technical skills
Nearly 60% of infosec professionals with a clearly defined
career path believe their security skills are above average,
compared to just 33% for those with no clearly defined
career path. (Fig. 2)
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Employees with clear career paths tend to spend
more time learning new skills
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69% of infosec professionals with a clearly defined career
path spend at least a few hours a week learning new skills,
compared to just 47% for those with no clearly defined
career path. (Fig. 3)
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Cutting Through the Noise with Career Paths

Only 8% of survey respondents began their careers directly in an
information security role. With people coming into the field from a
variety of different backgrounds — combined with rapidly evolving
infosec roles and skills — it’s not surprising that more than 6 in 10
respondents reported only a somewhat clear career path or no career
path at all.
Creating a unified framework to guide both new and seasoned infosec
professionals can help those individuals to build their confidence, gain
new skills and fill any unforeseen future infosec roles that emerge.
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Employer-Sponsored Training Leads to More
Confident Employees
There’s an old story about two HR managers discussing employee training. The first manager asks, “What if we spend
money on training and they leave?” The second manager gives it some thought, then replies, “What if we don’t train them
and they stay?”
While that joke has been around for awhile, our survey found that an organization’s training culture does have a
significant impact on employees’ continued learning and development.

Providing an employer-sponsored training program helps employees forecast
their career direction
Infosec professionals who work at organizations without any form of employer-sponsored training are more than twice as likely to lack a clearly defined career
path. (Fig. 1)
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Employees who receive employer-sponsored training tend to be more confident in their career goals
Infosec professionals with employer-sponsored training are most likely to identify
as “more than confident” (37%) about their career goals. The inverse is true for
professionals without employer-sponsored training, who are most likely to identify as “less than confident” (44%). (Fig. 2)
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I am confident my career goals are the best
goals for my career growth and development
50%

Employees who receive employer-sponsored training are more likely to feel
confident about changing job roles
Infosec professionals with employer-sponsored training are also more likely to
identify as “more than confident” about their ability to transition into new and
emerging roles not directly aligned with their experience. (Fig. 3)
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How Many Unicorns are in Your Organization?

One of the biggest criticisms around cyber skills gap research is that organizations are
looking for unicorns — outside candidates that come pre-packaged with all the necessary experience, certifications and skills — rather than focusing on training, developing
and retaining their pool of existing employees.
Our survey found infosec professionals without employer-sponsored training were 43%
more likely to plan their careers less than six months into the future and nearly twice
as likely to plan less than three months, making them vulnerable to both recruiters and
career stagnation. When looking for fill job roles, it makes sense to start by investing in
your biggest resource — the people already in front of you.
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roles to a job not directly aligned with your
current experience/qualifications?
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Infosec Pros Need to Continually Develop Skills
Creating clear career pathways and identifying the right individuals to move into those paths is only part of addressing the cyber skills gap. The half-life of technical skills is approaching two years, making ongoing workforce development vital to skill relevancy and data security.
Our report found most infosec professionals are willing and ready to help employers meet this challenge. Findings
show they are avid learners, eager to learn new skills and earn new certifications, and motivated by a similar set of
personal and career objectives.

Most infosec professionals are avid learners
Nearly 59% of infosec professionals spend at least a few hours
per week learning new skills, and 15% spend said they spend a
few hours learning every day. Less than 8% of those surveyed
identified as spending less than a few hours per month learning.
(Fig. 1)
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Infosec professionals value both skills and certifications
When it comes to learning new skills vs. earning new certifications, infosec professionals are split. While only 7% ranked
certifications as more valuable than new skills, 50% believe that
new certifications are at least equally as important as new skills.
(Fig. 2)
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Infosec professionals are motivated by both
personal and career growth
Personal interest and growth was the top motivating factor for
learning new skills (80%) and the second motivator for earning
new certifications (68%). The other three primary motivators
were career advancement (~74%), earning potential (~66%) and
credibility at work (~50%). (Fig. 3)

10%
0%

New skills

Equal

New
certifications

Fig. 2

What motivates you to earn new certifications/learn new skills?
New Certifications

New Skills

Personal interest
and growth
Career
advancement

What are the Most Popular Certifications?

When asked the open-ended question of what certification infosec professionals were looking to earn next, CISSP (21%) was most
popular response by far, followed by CCNA/CCENT (10%), Security+ (9%), CEH (7%), CISM (4%), Network+ (3%) and CISA (3%).
Of the certifications already held, Security+ (28%), Network+ (21%)
and CCNA (18%) were most common, likely due to their entry-level
nature, followed by CISSP (11%).
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What Keeps Infosec Professionals Up at Night?

When asked the open-ended question of what keeps them up at night, nearly half of respondents reported either nothing (29%) or
general security issues (20%), such as the constant barrage of phishing emails, malware and other threats.
However, 27% said a variety of cyber-skills-gap-related stressors keep them up at night, including workload stress due to shortage
of staff (12%), professional concerns around low pay and high work expectations (8%), and individual skills and certifications not
keeping pace with the changing industry (7%).

How Employers Can Close the Skills Gap
The cyber skills gap continues to grow, and the need for qualified infosec professionals is not likely to slow anytime
soon. As technology evolves, the number of new cybersecurity job roles, required skills and potential career pathways will continue to change and expand. However, our survey found employers can cut through this noise and
close the skills gap by:

CREATING CLEAR CYBERSECURITY CAREER PATHWAYS.
The sheer amount of career options can be overwhelming for those entering the cybersecurity space, and
seasoned professionals are often pushed to transition into new roles. Implementing a more structured and
universal career framework, such as the NICE CyberSeek Career Pathway, can provide a roadmap for those
moving through their careers.

EMPOWERING YOUR EXISTING EMPLOYEES.
Our survey found that employers can have significant influence on their employees’ career goals and confidence. By investing in employees and focusing on long-term career growth, employers can increase employee retention rates and develop a strong bench that will be better prepared to tackle unforeseen challenges
and fill future roles.

ENCOURAGING A CULTURE OF LEARNING.
Whether by personal habit or career necessity, infosec professionals tend to be avid learners. Creating a
culture that rewards learning new skills and plays into their natural motivators of personal and professional
development can boost employee retention and aide recruiting efforts.

Behind the Data
Our survey of 785 IT and information security professionals is representative of our membership database of 600,000
individuals. Our findings are stated with a 3.5% margin error and a 95% confidence level.
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Knowledge
is my
firewall.
Learn more at infosecinstitute.com

At Infosec, we believe knowledge is the most powerful tool in the fight against cybercrime.
We help IT and security professionals advance their careers with a full regimen of certifications and
skills development training. We also empower all employees with security awareness and training
to stay cybersecure at work and home. Founded by smart people wanting to do good, Infosec
educates entire organizations on how to defend themselves from cybercrime. That’s what we do
every day — equipping everyone with the latest security skills so the good guys win.
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