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Executive summary
The human factor is an established threat within the
cybersecurity threatscape. Human touch points within
business processes are an integral part of the bigger
cybersecurity picture. Depending on your workforce’s
understanding of security threats, these touch points 
can either erode or strengthen your organization’s 
security posture. By adding security awareness 
training to your matrix of cybersecurity strategy, you 
can better manage — and reduce — security incidents 
initiated by personnel and business associates.

The human factor also comes into play when 
communicating the results of security awareness 
training. Metrics from awareness training initiatives 

give valuable insight into how this training is 
impacting overall security posture. Being able to 
effectively communicate this impact
across multidisciplinary and non-technical teams will
demonstrate program value and build support for 
ongoing program initiatives. In this paper, we outline 
five best practices to help you communicate security 
awareness training program impact in a meaningful 
and easy-to understand way.
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Best practice 1 
Be transparent
Metrics are a fundamental part of security awareness 
training. They give insight into how your program is 
impacting workforce behavior, and allow you to make 
changes when needed to improve outcomes or address 
new threats. Transparency into how security awareness 
training operates, including the value of metrics, will 
increase understanding of program goals and support 
from others outside of your department. Ultimately, 
creating a culture of security awareness should be the 
goal of your program, because security affects everyone.

Transparency builds engagement. Bringing participants 
into the program from the outset, and being open 
about what the program entails, will also help evolve 
and refine the program. Explain to participants which 
metrics are being tracked and shared, and with whom. 

Be prepared to answer questions in a simple way (see 
Best Practice 2 below).

Program metrics offer a way of spotting early warning 
signs for emerging issues. Engaged employees can also 
help spot trends if they are part of an informed effort.

Remember, the metrics created by security awareness 
training offer insight into systemic security issues in your 
organization that are often hidden within the culture of a 
company. These insights, when shared with the relevant 
team members and management, can provide a way to 
gain understanding and support for the program.
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Best practice 2 
Keep it simple
The old adage KISS, or “Keep It Simple Simon,” 
sums up many problems in business, not just in 
communicating complicated concepts. In a report 
by the International Association of Business 
Communicators, they found that better performing 
organizations kept their internal communications 
simple and jargon free.Training program metrics are 
important in understanding the impact of awareness 
training and discovering compliance “red flags” within 
your organization. But data in raw form should be 
reserved for internal discussions with your team.

Metric: Phishing link clicks
Communication style: Phishing link clicks 
should be collated by the security team and 
presented to executives as reports over time. 
This is a benchmark that can show initial 
phishing susceptibility within the organization 
before training begins, and the direct impact 
of security awareness training over time.

Metric: Phishing detection
Communication style: Present the phishing 
detection metric in reports showing reported 
phishing attempts from all sources by 
employees. These reports should be regularly 
presented to executives to show how security 
awareness training is percolating across the 
organization and making employees more 
aware of phishing attempts. This metric is also 
a good indicator of employee engagement in 
your training program.

Metric: Surveys
Communication style: Surveys are a really 
useful way to gauge how participants feel 
about various training components, such 
as simulated phishing tests. Collate survey 
responses from various training activities 

and present them to executives regularly. 
These reports will help justify your security 
awareness and training programs — if 
visualized, they are a powerful means to 
bringing executives on-board with building a 
security culture across the organization. 

There are likely other metrics you’ll want to monitor 
as part of your wider security strategy. It’s important 
to make distinction between metrics for use within 
your department and metrics for communicating with 
your leadership team. Remember to keep it simple: 
focus on high-level metrics that help executives 
understand organizational security posture, and how 
your awareness training program is helping mitigate 
security risks. Where appropriate, visualize metrics 
as charts and graphs to improve readability and 
understanding.

Below is an example of a security metric that does not 
need to be communicated to executives, but should 
be monitored as part of your overall security strategy. 
Unless requested, leave detailed metrics like this out 
of your reports to leadership.

Metric: Vulnerability scanning
Communication style: Use this metric within 
your security team to understand the cyber 
security weak points across your organization. 
This metric is generated by scanning the 
vulnerabilities in your system(s). Results from 
vulnerability scans are a specialized source 
of metrics that should only be revealed to 
authorized persons. They are used to gauge 
the effectiveness of response to vulnerabilities 
across the organization.
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Best practice 3 
Link metrics to  
organizational goals
Metrics are only useful if they generate information 
that can be applied to organizational goals. Good 
metrics, applied correctly, can enhance a company, 
improve customer relations and make your 
organization more competitive. 

All reported metrics should be linked to 
organizational goals. You can accomplish this by 
assigning value to metrics based on the costs of past 
security incidents (internal or external). Examples 
of the impact of breaches on an organization 
are plentiful, and fines for non-compliance with 
security and privacy laws can be easily gathered to 
demonstrate risk. 

 

A quick search yields many examples of the costs of 
security incidents that can be used to give context to 
your organization’s security risks:

 » Advocate Health Care Network was recently 
issued a $5.5 million fine for non-compliance

 » Equifax saw a sharp drop in share price following 
their recent breach 

 » A Carnegie Mellon University study found 
customers were more likely to leave a bank after 
a breach

Metrics are an important tool for linking business 
objectives to security policy. Use them whenever 
possible to inform your training program, adjust 
your security strategy and increase support from key 
stakeholders.
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Best practice 4 
Share the knowledge,  
not just the data
Once you’ve established who sees what, when and 
why, it’s time to create your communication strategy. 
Dissemination of metrics must be done regularly as 
security awareness training is an ongoing process. 
But sharing these metrics should involve more than 
just sending a simple email with a few data points. 
Engage your leadership team by incorporating all of 
the best practices we’ve covered so far — tell them 
what data you’re collecting and why, explain results 
in simple terms and tie metrics to business value 
whenever possible. Remember: this is about sharing 
knowledge, not just numbers.

Determining reporting frequency should allow for 
changes in behavioral metrics, as these will take time 
to influence. Your goal of reporting is to engage your 

leadership team and prove the value of awareness 
training. This will foster greater understanding 
of program initiatives and ultimately, awareness. 
Keeping communication channels open with frequent 
communication ensures employees are fully engaged 
in your security awareness training program.

 
Sharing metrics is an intrinsic part of any security 
awareness training program. This should be done as 
regular and targeted reporting to key stakeholders. 
Ongoing and regular reporting will provide the 
feedback needed to tailor programs and keep them 
current and effective.

http://infosecinstitute.com


Best pratice 1:  
Be transparent

Best practice 2: 
Keep it simple

Best practice 4:
Share the 

knowledge, not 
just the data

Conclusion
Best practice 5:
Communicate 

program change

Simplify  
reporting 

communication 
with Infosec IQ

Best practice 3: 
Link metrics to 
organizational  

goals

infosecinstitute.com  //  708.689.0131 5

Best practice 5 
Communicate program change
In a world where a security breach can make or 
break a company, security awareness training is a 
vital part of the larger business strategy. The details 
of your metrics — if communicated effectively — 
can empower your leaders to make truly informed 
business decisions. Monitoring these metrics also 
ensures your awareness training program evolves 
over time and becomes even more in line with 
business objectives.

Security awareness training is not a static or one-
off initiative. Company focus changes, cybersecurity 
threats change and personnel change. Awareness 

training needs to follow these changes to be effective. 
This means not only creating regular training 
programs, but also using metric data to measure the 
effectiveness of your awareness program. 

Metrics act as a feedback loop to adjust the focus of 
the program when necessary. This in turn strengthens 
awareness across the organization and helps to 
build a culture of security. As your program evolves, 
inform your leadership team why. Be prepared to 
get granular, but remember to keep reporting simple 
wherever you can. 
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Simplifying reporting 
communication with Infosec IQ
The Infosec IQ security awareness and training platform features built-in analytics tools to help administrators 
quickly gather program data and effectively communicate important security awareness training metrics. 

Infosec IQ automatically measures your organization’s compliance score, phish rate, reported emails and more so 
you can share progress with stakeholders, prove success and identify knowledge gaps before breaches occur. Dive 
deeper by monitoring campaign auto-reports and learner risk scores to inform ongoing efforts and mature your 
security awareness program.
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Conclusion
Within the world of information security, the need for workforce security awareness training needs no explanation 
— every infosec professional understands how just one phishing email can help hackers circumvent even the 
strongest security controls. The same, however, is not always the case outside of the IT department. Infosec leaders 
must practice sound communication strategies to help other non-technical leaders disseminate complex topics 
and understand the importance — and value of — security awareness training. The five best practices in this paper 
offer a template for communicating program impact to key stakeholders. Simple, transparent, and informative 
communication will generate the organizational support you need to lay the groundwork for a secure working 
environment and a culture of security awareness. 

Try Infosec IQ for free

Sign up for a free account, explore our library of training 
resources and learn how to empower your employees to beat 
the cybersecurity threats they face.

Get Started
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About Infosec IQ

Learn more at infosecinstitute.com

Infosec IQ awareness and training empowers your employees with the knowledge and skills to stay cybersecure 
at work and home. With over 2,000 awareness and training resources, you’ll have everything you need to prepare 
employees to detect, report and defeat cybercrime. Every aspect of the platform can be customized and personalized 
to match your organization’s culture and employees’ learning styles. With Infosec IQ, you can:

Personalize employee training with role-based 
modules in a variety of themes, styles and lengths to 
engage learners

Automate training cadence and delivery to keep 
lessons relevant, challenging and fun — and save you 
time

Integrate with your endpoint protection, LMS and 
SOC to streamline program management, reporting 
and attack response

Analyze employee risk scores, learning outcomes 
and reported phishing threats to anticipate — and 
remediate — cyberthreats  

 
Improve your program with actionable dashboard 
data, helping you fill compliance training gaps and 
educate high-risk employees

Automate

Integrate
Improve

Analyze

Personalize
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